/DPLQJ WKH PDQ\

.RQVWDQWLQRYV &KDONLDV )UDQORLV *

O\WWHQ /DEV SURWRFRD /IDEW\SWR

KWWSYV HSULOW LDFUDRSBHDUGBGE DISG I

(G VLIQLQJ BWWBF¥FNWLWKXE FRP O\ WWHQ/DEV HG XQVDIH




(G'6$ VLIQDWXUH KLJK OHYHO

" 6FKQRUU VLIQDWXUHYV ZLWK GHWHUPLQLVWL
" 6LIQDWXUH ZLWK IDVWHVW YHULILFDWLRQ -
" :LGHO\ GHSOR\HG 2SHQG66+ 7/6 6LJQDO

DQG LQ EORFNFKDLQV &RUGD 7H]J]RV G6WF

" (G'6$ KLIK OHYH &LJQ VN 0
u + VN __ 0 1RQFH U LV J

.H\*H

~H\*HQ 5 U % GHWHUPLQLYV
VN D VHFUHW " 6 U +5 SN __ 0 VN
SN V N % "1 6 5

OQHULI\ SN 0 1 6 5 6 % 5 + 5 SN



6LIQDWXUH VHFEXULW\

(8) &0%$ ([LVW HEDARUDIGI DELO LK R XI@&WWDIW W D F

SURWHFWLQJ DIJDLQVW WKH IROORZLQJ D\
JLYHQ SN DIWHU DVNLQJ DGDSWLYCSFPID)QCBRL
JHWWLQ\EZL'LSURGXFH D YDOLG SDLU P QPl



6LIQDWXUH VHFEXULW\

" 68) &0$6WURBQRUJIJHDELO IKKWRXIQGWHWWDIWW D F N\

SURWHFWLQJ DIJDLQVW WKH IROORZLQJ D\
JLYHQ SN DIWHU DVNLQJ DGDSWLYCSFPID)Q(BRL
JHWWLQ\EZL’LSURGXFH D YDOLG SDLU P 1

IS

$Q DWWDFNHU FDQTW SURGXFH D VLIQDWXUH
DQ DWWDFNHU FDQYW SURGXFH D QHZ VLJQ

3% LWFRLO WUDQVDFWLRO PEV&HBENBUWQGOE :DWWHQKRIHU (625,8&
a SUHVXPDEO\ GUDLQHG IURP OW *R[ EHFDXVH WKH VLJQDW




6LIQDWXUH VHFEXULW\

" %6%. QGBRIQDWXUH VLJ ELQGV WR WKH PH

SURWHFWLQJ DIJDLQVW WKH IROORZLQJ
SURGXFH SN P Py 1 V W
P 1 DQG PY 1 DUH YDOLG DQG P « P

$Q DWWDFNHU FDQIW SURGXFH D VLIQDWXUH V
HYHQ ZKHQ DQ DWWDFNHU LV D VLIJQHU



6LIQDWXUH VHFEXULW\

" 6% 66WURQIQOGBERIQDWXUHYV
VL) ELOGVY WR WKH PHVVDJH DQG WKH

SURWHFWLQJ DIJDLQVW WKH IROORZLQJ D\
SURGXFH SN P SNY PT1 VW P1 LV)
YDOLG XQGHU SN DQG SN P « SNT PY

$Q DWWDFNHU FDQYW SURGXFH D VLIQDWXUH V
PHVVDJH SXEOLF NH\ SDLUV
HYHQ ZKHQ DQ DWWDFNHU LV D VLIJQHU

ORQHUR D PDMRU EXJ
KWWSV 777 JHWPROQHUR RUJ GLVFORVXUH RI D PDMRU EXJ




+RZ GHILQLWLRQV FRYHU WKH VSDFH

Alteration Security property
to preventing the
, (pk,m, o) alteration by a

& triplet (possibly malicious)
\ 1 / Fig 1a signer  public attacker
T 3

5 SBS SBS

3 BS EUF-CMA 68) &0$ LPSOLHV (8)
/ 5 \ 2 uniqueness * SUF-CMA 6%6 LPSOLHV %6
v 4 N/A EUF-CMA
pk’, m, o’ ok, m, o ok, m’, o’ (f SBS SBS
9 110y LY ) ’ 6,8 N/A N/A
(a) RISIAGIES IZAUBOKIRLIonS (b) Here N/A means that an alteration of this

We assume pk # pk,, m # m, and o # 0'/. type is expected from the signature scheme and does
not concern us in this writing. Note (*) that the
EdDSA signatures are deterministic but not unique,
i.e. a dishonest signer can always produce multiple
signatures for the same message.



GWURQJHVW VLJQEL
ORQ PDOOHDELOLW\ 6

IRU QRQ XQLTXH



(G JURXS VWUXFWXUH

(LV D VHW RI SRLQWV [ \ IURP ~ T T L
WKDW VDWLVI\ WKH HTXDWLRQ
[ \ G [PRG T

" $GGLWLRQ ODZ GHWHUPLQHYVY WKH JURXS RSHUDW

T1Y2 + Ta2Y1 Y1Y2 + T122 )

X1, + (x ) = g
( 1 yl) ( 2 y2) (]_-I—dxleylyQ 1—d$1x2yly2

(ZR VSHFLDO SRLQWYV
| =HUR SRLQW
| %DVH SRELQWJBQHUDWRU VSHFLILHG LQ WKH VWD®GDUGYV

" (OOLSWLF FXO¥H JURXSY D ELWYV SULPH



(G

JURXS FRIDFWRU VXEJURXS

’/— FRIDFWRU VXEJURXS

SGLVFUHWH ORJ” RI 3
(OOLSWLF FXOWH=URXS ¢

$Q\ SRLQW FDQ EH UHSUHVHQWHG 3

ZKHEE ~ /DO A

% LV RI RUGHU / LDHGL% RRPRUGHU L H
W e PLIWG RUGHU
E YRMOO RUGHU

KHQ HYHU\ERG\ LV KRQHVW WKH VLIQHU WKH V
RUGHU SRLQWYVY QHYHU VKRZ XS LQ (G'6%

7KH FR IDFWRU LVVXH FDQ EH PLWLJDWLQJ E\ DO
WKDW LV FRPSXWDWLRQDOO\ YHU\ HISHQVLYH



(G JURXS SRLQW VHULDOL]DWLRQ

3 [ € =
" 6HULDOL]HG WR D ELWV VWULQJ DV IROORZV
« KHQ \ « T WKH HQFRGLQJ LV QRC
N . oy QRQ FDQRQLFDO VHULDOL]D
ELWV RI'\  ELW VLJQ RI [

ILWWOH HQGLDQ IRUPDW OHIW WR ULJKW DQG 11U
" /IDVW ELW LV LIl [ LV QHIJDWLYH
[ LV UHVWRUHG XVLQJ WKH FXUYH HTXDWLRQ

[ \ G [PRG T



(G

VPDOO RUGHU SRLQWYV

# Order Point

Serialized point

Canonical serializations

Canonical serializations

#*
0N OO h WN -

1 1 (0,1) 010000. . 0000
2 9 (0,2%°® —20)  ECFFFF..FF7F
3 4 (=v~=1,0)  000000..0080
4 4 (v~1,0) 000000. . 0000
5 8 _ C7176A. .037A
6 8 C7176A. .03FA
7 8 26E895. . FCO5
8 8 26E895. . FC85
Non-canonical serializations
9 1 (-0,1) 010000. . 0080
10 2 (—0,2%5 — 20) ECFFFF..FFFF
11 1 (0,2%°° —18)  EEFFFF..FF7F
B 1 (—0,2%° —18) EEFFFF..FFFF
13 4 (—+/=1,2°%° — 19) EDFFFF. .FFFF
14 4 (y/=1,2°°°—19) EDFFFF..FF7F

# Non-canonical serializations

9 0100000000000000000000000000000000000000000000000000000000000080
10 ECFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
11 EEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFETE
12 EEFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
13 EDFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF
14 EDFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFEFTF

Table 1: Small order points of Curve25519

in its twisted Edwards form.

(b) Full serialization of small order points.



(G VHULDOL]DWLRQ ZLWK QRQ FI

Serialized point

# Order Point
Canonical serializations
(0,1) 010000. .

0O Ut i W+
00 00 00 0O W= = DN +

(0,2%°° —20)  ECFFFF.
(-v~=1,0) 000000.
(v~1,0) 000000.

2 C7176A.
C7176A.
26E895.
26E895.

0000

.FF7F
.0080
.0000
.037A
.03FA
.FC05
.FC85

y y+ 2255 — 19 Valid Order

&RQYHQWLR(
[ PXVW EH

HQFRGHG ZLWK JBL W)

QRW

Non-canonical serializations

11
12

14

1 )

1 (—0,2%° — 18) EEFFFF.
13 4 (—+/~=1,2%° — 19) EDFFFF.

4 (v/~1,2°°° —19) EDFFFF.

WERTE
SBEEE
.FFFFE
s FEETE

Table 1: Small order points of Curve25519

in its twisted Edwards form.

0 25819
1 2R
3 DR g
3 2516
4 9615
)5 9458 _ 1.4
6 05513
7 255 _ 1

9 2% 10
10 22%_9
11 2% -8
12 225 _7
13 2%F _¢
14 2% _5
15 9?55 _4
16 225 _3
17 B2 49
18 2255 _1

AR AN XN NS

4
1

00 00 I 00
aNeleNe

00 N
S~

00 I 00
el Bl o

4-L

~

Table 2: Non-canonically en-
coded points.

'H GR QRW NQR
GORJ RI WKHVH
KHQFH XQC
WKH\ FRPH
YDOLG VLJ

i IRU [



+DQGOLQJ RI 3XQXVXDO” SRLQWYV DQC

T 1 6 5 LV ELWYV
| 6 LV D VFDODU DQ LQWHJHU LQ [ ELWV
| 5LV D VHULDOL]JHG SRLQW RI ( ELWV

" SN $ LV ELWYV
| $LV D VHULDOL]JHG SRLQW RI (

" KDW LI

| 6 LV QRQ FDQRQLFDO 6 ! |/

| 5 RU$ DUH VHULDOL]JHG QRQ FDQRQLFDOO\ 5\RUS$\V! T
| 5 RU$ DUH VPDOO RUGHU "

| 5 RU$ DUH PL[HG RUGHU "

| HWF«



6LIQOQDWXUH 9HULILFDWLRQ FR IDFWR

Signature Verification on message M, public key A and signature o = (R, S)
Reject the signature if S ¢ {0,...,L — 1}.

Reject the signature if the public key A is one of 8 small order points.

Reject the signature if A or R are non-canonical.

Compute the hash SHA512(R||A||M) and reduce it mod L to get a scalar h.
Accept if 8(S-B) —8R —8(h-A) =0.



1RQ UHSXGLDWLRQ UHVLOLHQFH WR

Contract Signing: if company A signed an agreement with company B using a
key that allows for repudiation, it can later claim that it signed a completely

different deal.

Electronic Voting: malicious voters may pick special keys that allow for repu-
diation on purpose in order to create friction in the process and deny results,
as their signed vote might be verified against multiple candidates.

Transactions: a blockchain transaction of amount X might also be valid for
another amount Y, creating potential problems for consensus and dispute

resolution.



1RQ UHSXGLDWLRQ H[DPSOH

{"messagel" : "Send 100 USD to Alice",
"messagel (UTF-8)"
"53656e64203130302055534420746120416c696365",
"message2" : "Send 100000 USD to Alice",
"message2 (UTF-8)"
"53656e64203130303030302055534420746f20416c696365",
"pub_key" :
K- R R L AR R R AR s At R R R R R T A AR R AR R R R o B i s 27
"signature"
"a9d55260f765261eb9b84e106f665e00b867287a761990d7135963ee0a7d59dc\

a5bb704786be79fc476f91d3f3f89b03984d8068dcf1bb7dfc6637b45450ac04"}



WORFNFKDLQ LVVXHYV

" JRUNYV RI WKH YDOLGDWRUV UXQ FR IDFWRUHCG

| ODOLFLRXV XVHUV FDQ SLFN VPDOO PLIHG RUGHU NH\V RQ
| 1RWH WKDW VXFK DWWDFNV FDQ KDYH ILQDQFLDO LQFHQWL
| 7KH LVVXH LV HYHQ PRUH HYLGHQW ZKHQ EDWFK YHULILFDW

" 7UDQVDFWLRQ PDOOHDELOLW\ RQ QRQ FDQROQLFD
| I 6HJ: LW LV QRW DSSOLHG DQG WKH VLIJIQDWXUH LV SDUW R

EH DEOH WR ILQG WKHLU RULJLQDO W],
| OW*R[ RQH RI WKH ELJJHVW H[FKDQJHYVY FROODSVHV LQ %LW



2SWLPL]DWLRQV FDQRQLFDO 6

/ SULPH

+LQW D WKH WK ELW RI V LV XQOLNHO\ WR EH VI

+LQW E ELQDU\ ELQDU\

fun is__canonical_s(s_bytes: &[u8]) — bool {

return
if s_bytes[31] & 240 = 0 { true /x succeed fast %/ }
else if s_bytes[31] & 224 != 0 { false /x fail fast x/ }

else { full_s_canonicity_check(s_bytes) }




2SWLPLIDWLRQV FDQRQLFDO \ FRRUC
T i

+LQW D DOO RI TV ELWV EXW WKH QG DQG WK C
+LQW E WKH OHVV VLIQLILFDQW ELWV FRUUHVSR

+LQW F HDFK \ FRRUGLQDWH FRXOG VWDUW ZLWK
VLIQLILFDQW E\WH ZKLFK ZLOO VXFFHHG ZLWK SUR

fun is_canonical y(bytes: &[u8]) —> bool {
if bytes[0] < 237 { true }
else {
for i in 1..=30 {
if bytes[i] != 255 { return true }
}
(bytes[31] | 128) != 255
}




2SWLPL]IDWLRQV IDVWHU FR IDFWRUFE

Signature Verification on message M, public key A and signature o = (R, S)
Reject the signature if S ¢ {0,...,L — 1}.

Reject the signature if the public key A is one of 8 small order points.

Reject the signature if A or R are non-canonical.

Compute the hash SHA512(R||A||M) and reduce it mod L to get a scalar h.
Accept if 8(S-B) —8R—8(h-A) =0.

OHWKRG VDYH D IHZ RSHUDWLRQV

ILUVW FRPSXWH 9 6% i 51 K$

WKHQ DFFHSW LI 9 LV RQH RI VPDOO RUGHU SRL(
RUDOWHUQDWLYHO\ FRPSXWH 9 ZLWK GRXEOLQJV DQ



WDWFK YHULILFDWLRQ









LW
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,PDJH FUHGLWV %ULDQ :DUQHU 3(G NH\V" EORJSRVW
KWWSV EORJ PR]LOOD RUJ ZDUQHU HG NH\V



















,PDJH FUHGLWV 6DIHKHURQ 3$QDO\VLV 2Q (G

8VH 5LVNV <RXU :DOOHW 3ULYD Y ‘
EORJSRVW KWWSV WLQ\XUO F















IRU WKH 1,67 UHDGLQJ JlI



